
VOL. 10, NO. 6 J. GUIDANCE NOV.-DEC., 1987

Fault-Tolerant Clock Synchronization Validation Methodology

Ricky W. Butler,* Daniel L. Palumbo,* and Sally C. Johnson*
NASA Langley Research Center, Hampton, Virginia

A validation method for the synchronization subsystem of a fault-tolerant computer system is presented. The high
reliability requirement of flight-crucial systems precludes the use of most traditional validation methods. The method
presented utilizes formal design proof to uncover design and coding errors and experimentation to validate the
assumptions of the design proof. The experimental method is described and illustrated by validating the clock
synchronization system of the Software Implemented Fault Tolerance computer. The design proof of the algorithm
includes a theorem that defines the maximum skew between any two nonfaulty clocks in the system in terms of specific
system parameters. Most of these parameters are deterministic. One crucial parameter is the upper bound on the
clock read error, which is stochastic. The probability that this upper bound is exceeded is calculated from data
obtained by the measurement of system parameters. This probability is then included in a detailed reliability analysis
of the system.

Nomenclature
aqp(T) = actual skew between clocks p and q in real time at

clock time T
Aqp(f) = difference between clocks p and q at real time t
B — maximum hardware broadcast time
C — parameter of the Zipf distribution
C = maximum likelihood estimator for C
C(f) — function mapping real time into clock time
C£) = processor p's clock function during /th interval
eqp — processor /?'s error in reading processor #'s clock
E() = expected value of a random variable
/ = number of processors with faults not affecting their

clocks
m = number of faulty clocks
N = number of clocks in system
p. = probability of assumption i being violated
p£ = probability of read error > s for a single clock read
Prob[ ] = statistical probability of a specified event occurring
r(T) = function mapping real time into clock time
rp = processor p's clock function
R — synchronization interval

• j£(0 _ /th synchronization interval
S = execution time for synchronization task
£(0 = last S seconds of /th synchronization interval
t =real time
T = clock time
v = communication delay estimate
W = length of clock read window
Xqp = exact delay for communication from processor q to

processor p
a =; parameter of Zipf distribution
a = maximum likelihood estimator for a
y = fraction of hardware faults that inhibit correct clock

function
d = maximum clock skew
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= initial clock skew at r(0)

•= clock correction for processor p
= processor /?'s perception of processor #'s skew with

respect to itself
= Ith clock correction for processor p
= bound on clock read error
= constraint on & caused by prevote delay
= constraint on s caused by maximum acceptable skew
= constraint on s caused by clock read window
= reconfiguration rate for fault affecting clock
= reconfiguration rate for processor fault not affecting

clock
= number of reads performed within time T
= failure rate pf assumption i
= failure rate of processors
= bias due to error in choosing v
= prevote delay
= bound on drift rate of nonfaulty clock
= maximum acceptable skew between clocks

Introduction

HIGHLY reliable flight control systems require an exact
consensus to perform fault isolation and reconfiguration

in real time. Inexact voting is unsuitable because of its low fault
coverage and high false alarm rate. Many recohfigurable com-
puter systems utilize an exact-match voting algorithm that de-
pends critically upon the synchronization of the redundant
computing elements.1 In such systems, the entire communica-
tion mechanism depends fundamentally on maintaining ade-
quate synchronization between the system clocks. Therefore,
any validation of a fault-tolerant computer system must in-
clude a careful analysis of the synchronization subsystem.

This paper presents a methodology for validating the clock
synchronization subsystem of ultrareliable computer systems.
The validation methodology relies on the formal proof process
to uncover design and coding errors and utilizes experimenta-
tion to validate the assumptions of the design proof. The
methodology is demonstrated by application to the SIFT syn-
chronization system.

The Validation Approach
Synchronization can be obtained in a distributed system by

process-level protocols such as Ada's Rendezvous or by a clock
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synchronization algorithm that maintains the system's dis-
tributed clocks within a specified skew. The latter approach
was used in the SIFT computer.2 This approach simplifies the
design of the operating system and avoids the significant over-
head associated with process-level synchronization.3 The re-
sulting system, however, is critically dependent upon the
correct functioning of the clock synchronization subsystem. In
a fault-tolerant system, the clock synchronization system must
operate properly in the presence of faults.

Although the clocks are physically separated, clock failures
are not independent, because during synchronization each
clock uses other clock values. Because of this failure depen-
dency, a fault-tolerant clock synchronization algorithm is used
to prevent the propagation of a clock failure to another clock
in the system. The validation process must establish the cor-
rectness of this algorithm in a system context. The following
failure modes are considered: 1) an error exists in the design, 2)
an error occurred in implementing the design, and 3) the design
assumptions have been violated.

In this paper, a validation methodology considering each of
these failure modes is introduced. This methodology is demon-
strated by application to the SIFT clock synchronization sys-
tem. The following is an outline of the validation method:

1) Formally prove a theorem characterizing the guaranteed
maximum clock skew as a function of measurable system
parameters.

2) Verify by formal proof that the components (hardware
or software) implement the synchronization algorithm.

3) By experimental measurements and by reference to the
manufacturers' specifications, obtain values for the parameters
used in the design assumptions of step 1. Estimate the probabil-
ity that the assumptions are violated.

4) Construct a Markov model of the system, including the
failure probabilities of step 3 to calculate the probability of
failure.

Traditionally, synchronization systems have been developed
using engineering techniques without a formal mathematical
analysis of the properties of the synchronization technique.
Validation has been accomplished via life-testing. If the clocks
remained synchronized throughout the test period, the design
was assumed to be adequate. If any problems were encoun-
tered, the design was modified until it "worked." The method-
ology presented in this paper is unique in that it relies on
formal proof of correctness to force designers to make explicit
statements describing the assumptions and mathematical rela-
tionships implied by their design.

In accordance with step 1, the designers of the SIFT com-
puter system derived a mathematically analyzable synchron-
ization algorithm. Today's designer is not limited to this
algorithm or forced to derive his own. Recently, several syn-
chronization algorithms have been developed whose correct-
ness has been established by proof.4'5'6 Each of the theorems
contained in these proofs expresses the maximum clock skew as
a function of two basic parameters—the maximum clock read
error and the maximum clock drift rate. The parameters are
defined in the proofs as axioms; e.g., it is explicitly^ assumed
that a nonfaulty processor can read another nonfaulty proces-
sor's clock with an error no greater than a specified maximum
read error and that nonfaulty clocks cannot drift apart at a rate
greater than a specified maximum drift rate.

The second step of the methodology demonstrates that an
error did not occur while implementing the mathematical al-
gorithm as a functioning system. This step also establishes rela-
tionships between high-level design parameters and system
components. The third step verifies that the assumptions of the
proof are not violated in the implementation. Although the
fault-tolerant clock synchronization algorithms that have ap-
peared in the literature vary significantly, they are all based on
the assumption that the clock read error and clock drift rate
can be bounded. If the correctness of these assumptions can be
demonstrated experimentally, then the adequacy of the syn-

chronization subsystem can be determined analytically. The
theorems guarantee that the algorithm will maintain a degree
of synchronization even in the presence of the arbitrary mali-
cious behavior of the faulty clocks. All of the experimental
testing performed during the validation is aimed at demon-
strating that the clock read error is sufficiently small and that
the drift rates of the system clocks are within the necessary
bounds.

The final step of the methodology incorporates the uncer-
tainties associated with experimental measurement into the
reliability analysis. Since all of the fault-tolerant clock synchro-
nization theorems in the literature are based on the assumption
of a bounded clock read error, this inevitably requires an esti-
mation of the probability that an assumed bound will be ex-
ceeded. Since clock reads are performed periodically in a
system, this probability can be translated into a failure rate and
included in the Markov model of the system. In the remaining
sections of this paper, the outlined steps of the validation pro-
cess will be illustrated in detail by applying this validation
method to the SIFT synchronization subsystem.

Step 1—Design Proof
The first step of the validation methodology is to perform a

design proof of the synchronization algorithm. The design
proof produces a mathematical theorem that relates the per-
formance of the synchronization algorithm to specific proper-
ties of the underlying system. During the SIFT design, a design
proof was made of the SIFT synchronization algorithm.7 In
this section, the essential aspects of this design proof theory
developed by SRI International are given.

It is convenient to define a clock as a function from real time
t to clock time T: C(f) = T. Real time will be distinguished
from clock time by the use of small letters for the former and
capital letters for the latter. It is sometimes useful to use the
inverse clock function r(T) = C~l(T) = t. Using this inverse
function, the concept of synchronization can be defined: two
clocks rp and rq are synchronized to within 3 of each other at
timer if

\rp(T)-r£T)\<d (1)

Next, the notion of a nonfaulty clock is defined: a clock r is a
nonfaulty clock if it is a mono tonic, differentiable function of
T and there exists a p such that

<p/2 (2)

Thus, the drift rate of a nonfaulty clock from real time is
bounded by p/2.

The clocks in the system are corrected every R seconds.
Using r(z) as the clock time at the beginning of the /th interval,
TCO = T(0) + iR and R(» = the interval [T«\ T«+1}].

For each such interval there is a new clock definition:

(3)

where A£° is the /th clock correction. Thus, the time base of the
system is formally represented by a sequence of mathematical
functions each applicable to a different interval of real time.
Each function differs from its predecessor by a constant.

The clock synchronization algorithm requires that each pro-
cessor exchange clock values with every other processor during
the subinterval 5(0 = [T(i+1} - S, T«+1}], which is the last 5
seconds of the interval /?(/). Since this clock value exchange is
subject to error, it is necessary to introduce a notation and an
axiom that characterizes this error: if processors p and q are
nonfaulty, then p obtains a value \p such that

(4)
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where

for some time T during the synchronization interval. The value
A^, is thus processor/?'s perception of processor #'s skew with
respect to itself. Processor /?'s error in reading processor q's
clock eqp is bounded by e.

The synchronization algorithm is as follows.
Algorithm: for all p,

Statement (SI) of the theorem states that the maximum skew
between any two nonfaulty clocks will be less than 6. The upper

(5) bound on d is given in the theorem as a function of parameters
N, m, £, p, Q, R, and S. Statement (S2) guarantees that the
maximum correction will be less than Q.

where

and |Arp| < Q then Arp = Arp

else Arp = 0

The following theorem is a trivial adaptation of the theorem
proven in Ref. 7. (In the last step of the proof, it is assumed
that Q~<5 +e in order to obtain a simpler form of the 6
bound. The following formula is the form of the bound in Ref.
7 prior to utilizing the preceding assumption.) This form of the
theorem enables one to study the effect of an erroneous choice
of Q on the level of synchronization attainable.
Theorem: if

3m < N

6 > (s + pS) + 2mQ/(AT - m) + NpR/(N - m)

(7)

where Nis the number of clocks in the system, m is the number
of faulty clocks, and <50 is the initial clock skew at r(0), then the
Algorithm satisfies the following:

51. If up to time T(i+ 1} processors p and q are nonfaulty,
then for all T in

R^\rV>(T)-r<f>(T)\<6 (8a)

52. If processor p is nonfaulty up to time T(i + X), then

PROCESSOR 3

P2

n
Fig. 1 SIFT system interconnect.

Step 2—Implementation Verification
During implementation verification, the synchronization

system must be shown to implement the algorithm correctly, as
described in the design proof. SRI International is currently
verifying the SIFT implementation under NASA contract
NAS1-17067. Although the details are not presented here, the
connections between the design proof and the implementation
are explained so that the later steps of the validation methodol-
ogy can be presented in detail.

The SIFT Implementation
The Software Implemented Fault-Tolerance (SIFT) com-

puter system was developed for NASA as an experimental ve-
(6) hide for fault-tolerant systems research. The SIFT architecture

consists of a fully distributed configuration of Bendix BDX930
processors. Messages are broadcast to all processors in the
system over point-to-point links (Fig. 1). Although the design
can accommodate up to eight processors, only six processors
are in the current system. Hardware reliability estimations have
demonstrated that this is adequate to meet the stated reliability
goals of a probability of failure less than 10~9 for a 10-hour
flight.

The important distinctions between SIFT and other fault-
tolerant computers are:

1) The functions supporting fault tolerance are primarily
implemented in software (e.g., voting).

2) Different tasks can be supported at different replication
levels (i.e., a noncritical task may be simplex whereas more
critical tasks can be replicated three- or five-fold).

3) The unit of reconfiguration is a complete computer, i.e.,
processor, memory, and busses.

4) The design is not based on a special CPU or memory
design.

5) The redundant computers are loosely synchronized.
The SIFT operating system has two levels of authority. The

Local Executive contains procedures that support scheduling,
voting, and communications. The Global Executive consists of
tasks that cooperate to prove synchronization, redundancy
management (fault isolation and reconfiguration), and interac-
tive consistency. The synchronization of the computers is fun-
damental to the correct functioning of the communication
system. Interprocessor communication is completely asyn-
chronous. No handshake signals or rendezvous mechanisms
are used. The validity of the data is guaranteed by the prece-

(8b) dence established in the task schedule and the synchronization
of the processors.

The SIFT synchronization system is.composed of a set of
clocks with 1.6 /is resolution, SIFT's broadcast network, arid a
task that performs the synchronization algorithm. With SIFT's
broadcast system it is impossible for a processor p to directly
read the clock of another processor q. Instead, processor q
reads its clock and transmits the clock value to processor p.
Since the accuracy of processor /?'s perception of clock q de-
pends on how quickly processor p recognizes the receipt of
clock #'s value, processor p executes a tight "wait-for loop"
until clock q's value arrives. This read function must be re-
peated for every clock in the system. To accomplish the clock
reads, the beginning of the synchronization task is divided into
a sequence of "windows," one window per processor. During
its transmit window, a processor repeatedly reads its clock and
broadcasts its value. All other processors wait until either the
clock value arrives or the window ends. When the clock value
is received, processor p reads its clock. The skew is calculated
as the difference between the two clocks minus the approximate
communication delay. When all windows are completed, the
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GLOBAL FUNCTION SYNCTASK: INTEGER;
CONST

OMEGA - 40;
COMMDELAY - 24;
WINDOW - 71;

VAR
I:

Table 1 Mapping of theory to design
(* ABOVE WHICH THE SKEW IS IGNORED *)
(* EXPECTED COMMUNICATIONS DELAY *)

SEND MY CLOCK *)
THE BROADCAST LOOP *)

NUM,SUM,TERM,START_TIME: INTEGER;
CLOCK P,CLOCK Q,DELTA: INTEGER;
UNSEEN: ARRAYTPROCESSOR] OF BOOLEAN;
SKEW: ARRAY[PROCESSOR] OF INTEGER;

BEGIN
UNSEEN!PID] :- FALSE;
FOR I :- MAXPROCESSORS DOWNTO 0 DO

BEGIN
SKEW[I] :- 0;
STARTJTIME :- CLOCK;
IF I - PID THEN

REPEAT
IF BROADCAST DONE THEN

BROADCASTTCLOCK,CLOCK_BUFFER);
UNTIL CLOCK - STARTJTIME > WINDOW

ELSE IF WORKINGII] THEN (* GET P,'s CLOCK *)
BEGIN
UNSEEN[I] :- TRUE;
REPEAT (* THE RECEIVE LOOP *)

CLOCK_P :- CLOCK;
IF BROADCAST RECEIVED(CLOCK BUFFER,!) THEN (* COMPUTE SKEW *)

BEGIN
CLOCK_Q :- GET_BROADCAST(CLOCK_BUFFER,I);
SKEW[I] :- CLOCK_P - CLOCK_Q - COMMDELAY;
UNSEEN[I] :- FALSE;
REPEAT (* WAIT UNTIL END OF WINDOW *)
UNTIL CLOCK - START_TIME > WINDOW;
END;

UNTIL CLOCK - STARTJTIME > WINDOW;
END;

SUM :- 0; NUM :- 0; (* CALCULATE THE CLOCK CORRECTION. *)
FOR I := 1 TO MAXPROCESSORS DO

IF WORKINGII] THEN
BEGIN
TERM :« SKEW[I];
IF TERM > OMEGA THEN TERM := 0;
IF TERM < -OMEGA THEN TERM :- 0;
IF UNSEEN[I] THEN TERM :- 0;
SUM :- SUM + TERM; NUM :- NUM + 1;
END

DELTA :- SUM DIV NUM;
CLOCK :- CLOCK - DELTA; (* ADJUST CLOCK *)

END; (* SYNCTASK *)

Fig. 2 SIFT synchronization task.

correction is calculated, and the clock is corrected. The Pascal
code that implements the synchronization algorithm is shown
in Fig. 2.

The Mapping of Design Parameters to the Implementation

The Mapping to Data Structures
An informal mapping between the design parameters and

software data structures is given in Table 1. The relationships
shown in Table 1 map the variables of the implementation to
the design parameters except for the variable v, which does not
appear in the design proof. This term results from the commu-
nication delay introduced into the clock read function as previ-
ously described, and is explained in the following section.

The Parameters &, eqp, and v
The following discussion relates the communication delay

estimate v to eqp and therefore to e. As defined earlier, & is an
upper bound on the clock read error \eqp\. Unfortunately, eqp is
defined in terms of real time rather than observable clock time.
The following formula defining eqp in terms of observable clock
times can be shown to be a highly accurate approximation to
the theoretical e?

+ eqp — (9)

where Aqp(f) is the difference between clocks p and q at real
time t [i.e., actual skew at t is Cp(f) - Cq(f)}.

In the SIFT clock task, a process/? reads a process ^'s clock
by the following method: at a prespecified time tl9 process q
reads its clock and transmits the value Cq(t^ to process p.
Upon receiving the message at t2, process p immediately reads
its clock to obtain Cp(t2). If the exact communication delay Xqp
[i.e., Cq(t2) — Cq(t^\ were known, then the exact skew could be
calculated by

The designer of the synchronization system chooses a value
v (38.4 jus in SIFT) approximately equal to E(Xqp) to be used

Theoretical notation Data structure

V
Q

Skew [/]
Clock Q
Clock P
Commdelay
Omega
Term
Delta

by the system to compute an apparent skew Aqp by the follow-
ing formula:

These computed values are used to calculate the clock correc-
tion value Ap according to the synchronization algorithm.
However, because the communication delay is variable, t±qp
differs from the actual skew A by an error eqp = t± — Aqp =

— v. There are two components to this error:

&an == -^an ~ V = \ (12)

where \i = E(Xqp) — v. The first component, Xqp — E(Xqp\ is
the variation due to the random nature of the communication.
The second component \JL is a bias due to the error in choosing
v. Also, it follows from the preceding that E(eqp) — \i.
TV, m, R, S, 60—Operating System Variables

The design parameters TV, ra, R, S, and 60 are related to
operating system variables. The correct functioning of the syn-
chronization algorithm is therefore dependent on the correct-
ness of the underlying system process, such as task scheduling
and redundancy management. We assume here that these pro-
cesses have been validated and are correct.

The parameter N is the number of clocks in the system.
(N = 6 in SIFT.) The first condition of the synchronization
theorem relates the maximum number of faulty clocks the sys-
tem can tolerate, m, to the total number of clocks in the system,
TV. Since the SIFT system can reconfigure, the values of TV and
m may change during system operation.

The design proof states that the algorithm must execute
every R seconds and will complete in S seconds. In SIFT,
the synchronization task is scheduled every major frame,
~ 105.6 ms, and completes within one subframe, ~ 3.2 ms.

The parameter (50 is the maximum initial skew between any
two clocks in the system. The operating system executes a sep-
arate synchronization process upon system startup to achieve
an initial synchronization to within (50. The value of (50 must be
less than 6 — pR to meet the requirements of the theorem.

The parameter Q is defined in the algorithm as the largest
acceptable skew. Any clock perceived to be skewed further
than Q is ignored. In SIFT, Q is 200 jus.

The parameter p was defined for nonfaulty clocks by Eq. (2)
dr
— (T) — 1 <p/2. This parameter represents a specifica-

tion requirement on the crystal oscillator, which is the time
base of the processor's clock.

as

Validation Parameters
Certain system parameters not explicitly defined in the de-

sign proof must be considered in validating the system. These
parameters reflect the system functions that depend upon sys-
tem synchronization.

In order for the SIFT communication system to work prop-
erly, the prevote delay \j/ must be greater than the maximum
clock skew 5 plus the maximum hardware broadcast time B:

\l/>6+B (13)
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This constraint guarantees that all data is present before a vote
begins. The prevote delay \j/ is the minimum time between the
start of a subframe and the initiation of voting (206.6 //s in
SIFT). The maximum hardware broadcast time B in SIFT is
18.20s.

The length of the clock read window Wis 320 0s. To guaran-
tee a successful clock read, the window must be large enough to
accommodate the maximum clock skew 6 plus the maximum
communication delay

W > 6 + = d + + v) = d + v + s (14)

Step 3 — Experimental Validation of Assumptions
The design proof establishes the correctness of the algorithm

under a set of assumptions. Many of the assumptions are well-
established mathematical theorems. Others define the behavior
of the computer system on which the algorithm executes. The
design assumptions in the SRI design proof are:

1) The maximum drift rate between any two working clocks
is < p.

2) A nonfaulty processor can read any other nonfaulty pro-
cessor's clock to within an error e.

3) The system executes the algorithm every R seconds and
provides enough CPU time for the algorithm to complete, i.e.,
S seconds.

4) The clocks of the system are initially synchronized to
within <50.
The probability that each design assumption will be violated
during a mission of T hours must be estimated. These probabil-
ities will be referred to as pl9 p2, /?3, and p4 respectively and will
be estimated in the following subsections. In order to perform
a Markovian reliability analysis, these probabilities will be con-
verted to equivalent failure rates A t. A2, A3, and A4 respectively.
Design Assumption 1

Design assumption 1 defines the performance criteria for
a nonfaulty clock in terms of the parameter p: \dr/dT(T) — l|
< p/2. The manufacturer's specification for the SIFT clocks is
a drift rate less then 150s/s; therefore, p/2 = 150s/s. It is
necessary to ensure that all clocks are working properly prior
to the beginning of a mission. This is related to the problem of
assuring that all processors are fault-free at time 0 (in the
reliability model). Currently, diagnostic procedures do not
provide 100% coverage of all gate faults (typically only 95%
coverage is obtained). A quality control procedure is given in
Appendix A which can be used to reduce the probability of
including a faulty clock in the initial configuration to a value
insignificant in comparison with the probability of including a
processor with an undetected fault. The probability of clock
failure after startup is included in the processor failure rate in
the reliability analysis.
Design Assumption 2

This design assumption defines a worst-case error in reading
another processor's clock in terms of the parameter e:

Table 2 State dependency of read error bounds

(N,m) n, 0s , jUS 6, 0S

(6,0)
(6,1)
(5,0)
(5,1)
(4,0)
(4,1)
(3,0)
(1,0)

91.4
51.2
91.4
41.2
91.4
24.5
91.4
91.4

66.1
39.4
66.1
32.7
66.1
21.5
66.1
66.1

93.3
66.6
93.3
59.9
93.3
48.7
93.3
93.3

66.1
39.4
66.1
32.7
66.1
21.5
66.1
66.1

Theoretically this parameter is an absolute bound. However,
since eqp is a random variable with an unknown distribution, it
is impossible to select an upper bound with 100% confidence.
The best that can be done is to estimate the probability that a
bound will be exceeded. This probability, /?2, will be estimated
in this section from experimental data obtained from the SIFT
system. First, an experimental method for measuring eqp is
described. Second, a method for determining s is given. Finally,
the probability that this bound is exceeded is estimated using a
statistical technique capable of dealing with extremely large
quantiles.

Measuring eqp

As shown earlier, Aqp -f eqp = &qp. Since A^ is directly ob-
tainable from the SIFT processor memories, eqp can be readily
calculated if Aqp is known. For our analysis, a global clock that
can be read concurrently by all processors of the system was
used to determine Aqp. An alternate method of measuring eqp if
a global clock is not available is presented in Appendix B.

The global clock is used as real time and thus provides a
direct means of measuring actual skew. The clock synchroniza-
tion task was instrumented so that each processor reads the
global clock at clock time T obtaining a real-time value rp(T).
The actual skew aqp(T) in real time is

aqp(T)=rp(T)-rq(T) (16)

Aqp ~ aqp to within a factorIt is easily shown that
pAqp ~ 10~9 s. The measurement of actual skew should be
made at the same time as the A^'s are obtained. This, of
course, is impossible. As long as Aqp is determined within a few
hundred microseconds of obtaining the A^, the error is negli-
gible (i.e. less than 10~9 s).
Determining s

Before p2 can be estimated, the value of s must be estab-
lished. Although e is not explicitly defined in the system being
validated, it is implicitly constrained in three places:

< A > < 5 + £ (13)

e (17)

= < 5 + t ; + £ (14)

Substituting d = 2(s + pS) + 2wQ/(7V - m) + NpR/(N - m)
from the design proof theorem in each of the three given for-
mulas and solving for s yields the following three constraints
for £:

£v < l/2[\l/ -B- p(2S 4- NR/(N - m))] - mQ/(N -m) (18)

Sn<(N- 3w)Q/3(AT - m) - p[2S + NR/(N - m)]/3 (19)

ew < l/3[W - 2pS - 2mQ/(7V - m) - NpR/(N -m)-v] (20)

The largest s the system design can accommodate in each
configuration (N, m) is

, m), ew(N, m)] (21)s(N, m) = Min[sv(N9 m

Since £ depends on A^ and m, the probability p2 will be a
function of the SIFT configuration, and consequently the SIFT
synchronization failure analysis cannot be decoupled from the
hardware failure analysis. The values in Table 2 were calcu-
lated using the preceding formulas.

Estimating Prob [eqp > e]
In this subsection, the probability p2(T) = Prob[one or more

read errors > s(N, m) occurring on a specific processor within
the mission time T] is calculated. This probability is closely
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related to the probability pe:

pe = Prob[read error > s for a single clock read]

The number of reads performed by SIFT within time T is
r\ = (N — l)T/R. Assuming that the clock reads are indepen-
dent and letting A2 = (rj/T)pe,

(22)

(23)

For a large r\, the Poisson approximation is valid:

P2(T)~ \-e-W

Thus/?2(r) is approximately an exponential distribution with a
failure rate A2.

The maximum observed eqp is 18.2 jus. For m = 0, s is on the
order of 66.1 /^s — well beyond any observed data value for
reasonable sample sizes. Therefore, estimation in the tail of the
distribution is necessary. (If exceedingly large samples, e.g., 109

observations, are obtained or the system is poorly tuned such
that some of the sample read errors exceed the bound, then the
classical approach to quantile estimation can be used.)

A statistical method was developed by Bruce Hill for the
estimation of large quantiles of a distribution.9 The estimation
is derived from the largest observations of a random sample.
Hill's method does not require the assumption of any global
form for the entire distribution function. Rather, inferences
about the behavior in the tail of the distribution are based on
the assumption that the tail conforms to the Zipf form. Many
common distributions reduce to the Zipf form in the tails. If
the k largest observations of the random sample have a distri-
bution of the form

(24)

then this part of the tail is of the Zipf form. The maximum
likelihood estimators for parameters a and C describing the
behavior in the tail are

and

(26)
where the k largest order statistics of the random sample are
denoted by j(1) > j>(2) ^ ^ y(K).

If the k extreme order statistics are of the Zipf form, then the
set of F/s

Vt = i)] for y = 1 to * - 1 (27)

are independent, identically distributed exponential random
variables with parameter a. Thus, the portion of the tail that is
of the Zipf form may be determined by selecting the largest k
for which the Vf's are found to be exponentially distributed by
a standard test, such as the Chi-square goodness-of-fit test.

Table 3 Probability of failure and failure rate

(N,m) , m)

(6,0)
(6,1)
(5,0)
(5,1)
(4,0)
(4,1)
(3,0)

66.1
39.4
66.1
32.7
66.1
21.5
66.1

0.48 x 10- 13

0.87 x 10-9

0.48 x 10- 13

0.29 x 10~7

0.48 x 10- 13

0.79 x 10~4

0.48 x 10- 13

0.83 x 10~8

0.15 x 10~3

0.66 x 10~8

0.41 x 10~2

0.50 x 10~8

0.82 x 101

0.33 x 10-8

Application of Method to SIFT eqp Data
Using the global clock method, eqp histograms were obtained

for all pairs of the six SIFT processors. The Chi-square good-
ness-of-fit test was used to determine the size of the tail of each
sample population that was of the Zipf form, and this portion
of the tail was used to estimate the/?e quantile. Some portion of
each sample population tail conformed to the Zipf form, so
Hill's method was applicable to every sample. The probability
that a read error eqp will exceed e is expressed as

pe=P[eqp>s] = I -P[eq (28)

Using this technique on each q,p pair, the probabilities of
failure were calculated for each e(N, m). The worst case was
observed for processor pair 3, 7. The eqp distribution for pro-
cessor pair 3, 7 is shown in Fig. 3. Since the system can perform
no worse than if each processor pair exhibited the behavior of
processor pair 3, 7, this data was used to calculate the failure
rates used in the reliability model. For processor pair 3, 7, a =
0.189 x 102 and C = 0.1212 x 1022. Table 3 contains the proba-
bilities of failure and the failure rates derived.
Design Assumption 3

The design proof assumes that every R (clock) seconds each
nonfaulty processor executes the synchronization algorithm.
Since SIFT uses a static schedule table, the validity of this
assumption depends primarily on the correctness of the
scheduling table and the dispatching code. Such issues can be
addressed using formal code and design proof techniques. For
the purposes of this paper, the correctness of the scheduler is
assumed, and consequently p3 = 0.
Design Assumption 4

Design assumption 4 requires that a specific level of synchro-
nization be attained during system startup. This process is per-
formed before the system is brought on line. The SIFT system
typically attains an initial synchronization of 10 ̂ s, which is
less than the <50 = 129.8 required by the theorem. This condi-
tion of initial synchronization is easily tested at system startup,
and thus we assume that p4 = 0.

Step 4 — Markovian Analysis of System Reliability
In the preceding section, the probability that each design

axiom may be violated and the corresponding failure rates were
determined. The first and last probabilities p1 and p4 affect the

-16 -12 -8 - 4 0 4 8 12 16 20

True eqp (jtsec)

Fig. 3 Histogram of 5100 e 's.
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initial conditions of the reliability model. Although the sys-
tem's reliability depends fundamentally on perfect mainte-
nance between missions, current circuit testing techniques can
provide only about 99% coverage of gate-level faults. Never-
theless, traditional analyses of fault-tolerant architectures have
assumed perfect maintenance. For simplicity, we will likewise
assume that the probability of being in the initial fault-free
state at time 0 is 1. In the previous sections we have illustrated
how the initial state of the clocks can be tested to a much
higher level of confidence than the rest of the processor.

The other two failure probabilities correspond to failures
during the mission. In this paper we are only considering the
first probability p2, the probability of ah excessive read error.
As mentioned before, the reliability of the synchronization sub-
system cannot be decoupled from the analysis of processor
failure (since synchronization failure probability depends on N
and m). Therefore, the overall SIFT fault tolerance strategy
must be modeled as well as the clock synchronization subsys-
tem. For simplicity, only permanent processor failures will be
included in the analysis. The failure rate of the processors is
assumed to be kp = 10~4.

In the case of SIFT, the clock is internal to the CPU, but not
all processor failures disable the processor's ability to broad-
cast its clock. For the purposes of the reliability analysis, the
fraction of hardware faults that inhibit correct clock function is
denoted as y, and these faults will be referred to as clock faults.
Therefore, the clock failure rate is ykp. The failure rate due to
excessive read errors is 12 and is a function of N and m. The
reliability model includes the following modes of SIFT: 1) the
number of active processors < 2 times the number of active
faulty processors, and 2) the number of active processors < 3
times the number of faulty clocks plus read failures.
SIFT Reliability Model

The Markov model shown in Fig. 4 was constructed to de-
scribe the behavior of the SIFT system. The states of the model
are denoted as (N,f9 m) where N = number of processors in the
configuration (1-6, excluding 2), /= number of processors
with faults not affecting their clocks (0-3), and m = number of
processors with clock faults (0-2). For example, state (6,1,2)
has six processors in the configuration, of which two have clock
faults and one has a fault that does not affect its clock.
Death States

The following define the death states of the model:
• if [(N = 5) or (N = 6)] and

STATE TRANSITION RATES:

600,610 6(1-Y)XB
610,500 *„
601,611 SU-YJX,,
611,621 4(1-Y)X;
500,510 5(1-Y)X!
520,521 SX^^oVSYX.,
501, 5ll 4(1-Y)XD
511,401 4>D
410,411 3X,(4,0)+3YX.
401,411| 3(1-Y)\:
310,311 2Xj(3,OH2Y\,

600,601 6X,(6,0)+6YX-
620,630 4(1-Y)XD
601,602 SXj^ll+SYX.,
611,510 *c
510,511 4X J(5,0)+4YX I>
520,530 3(1-Y)X.
501,400 *c
511,410 +e
410,420 3(1-Y)X,
401,300 «(•.
310,320 2(1-Y)\,

610,620 5(1-Y)\,
620,621 4X2(6,OV4YX0
601,500 +e
611,501 *D
510,520 4U-Y)XD
520,410 2*D
511,512 3X^(5,1)+3YX.
400,401 4X,(4,0)+4YX1
410,300 *D
300,301 SXjO^J+SYX.
310,100 *

610,611 SXjte.O+SYX.
620,510 2*D
611,612 4X!(6,1)+4YX-
500,501 5X3(5,0)+5YX:
510,400 *
501,502 4V(5,1)+4YX0
511,521 SU-YJX.
400,410 4(1-Y)X:
401,402 3X2(4,n+3YXD
300,310 SU-YJX.
100,101 X^

• if (N = 4) and or (/ + m > 1)
• if (N = 3) and [(m > 0) or (/> 1)]
• if (AT = l)and(m+/>0)

Transitions
From each nondeath state with N > 0 there are two failure

transitions with rates (N — f — m)(\ — y)Ap and (N — m) x
[ykp + A2(AT, m)]. Two recovery transitions with rates <j>p and (j>c
characterize the SIFT reconfiguration process. From each non-
death state with/> 0 there is a recovery transition leaving it
with rate/* 4>p. From each nondeath state with m = 1 there is
a recovery transition leaving it with rate <j)c.

10-8

.25 .5 .75

Fraction of clock-affecting faults, y

Fig. 5 Unreliability vs fraction clock faults.

10-3

,0-e

100 125 150 175 200

Q
250 275 900

Fig. 6 Unreliability as a function of ̂  and

Table 4 Optimal values of ft and W for various values of ^

W

Fig. 4 Markov model of SIFT system reliability.

120
140
160
180
200
220
240
260
280

126
151
161
184
207
229
252
275
282

170
190
200
230
250
270
300
320
330

5.9 x 10-6

4.4 x 10-7

2.3 x 10~8

2.0 x 10~9

3.7 xlO-1 0

2.1 x 10-10

1.9 xlO-1 0

1.8 x 10-ld

1.8 xlO-1 0
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3 tO'6

10-8

,0-10
200

Pr«vot« <kl

Fig. 7 System reliability as a function of \j/.

System Failure Analysis
The recovery rates have not been measured. For the purpose

of analysis, a recovery rate of 1.8 x 104/h will be used for both
<j)c and (j>p. This corresponds to recovery within two SIFT
scheduling frames. The proportion of processor failures that
affect the clock, 7, cannot be easily determined. Figure 5 shows
the dependence of the system reliability on 7. Under the worst-
case assumption of y = 1, the probability of failure for the
SIFT system is 4.7 x iO"10.

The methodology of this paper can be used by a system
designer to determine the optimal parameter values for a syn-
chronization system. By evaluating the reliability model as a
function of the "tunable" synchronization parameters, the
parameter values yielding maximum reliability can be found.
Figure 6 shows the SIFT system reliability as a function of \jt
and Q. Using such plots, the values of Q and W yielding max-
imum reliability given the SIFT value of \j/, 202.6 #s, and y = 1
were 210 and 250 fis respectively. The optimal values of Q and
W were found to be relatively insensitive to 7.

The parameter \j/ is the synchronization system's impact on
the performance of the SIFT operating system; the larger the ̂ ,
the longer the operating system must wait before voting. Con-
sequently the system designer must consider the tradeoff be-
tween system reliability and performance. For each value of \j/,
the optimal values of Q and W differ. Table 4 shows the opti-
mal values of Q and W for several values of if/. Figure 7 shows
the system reliability as a function of \l/ and the corresponding
optimal Q and W parameters.

Conclusions
The validation method presented in this paper exploits the

precision with which the formal proof method reduces the
complexity of the system to verifiable axioms about the system
behavior. The validation method introduced in this paper is
essentially to 1) perform a design proof of the synchronization
algorithm under the assumption of low-level system behavior
axioms, 2) perform a code proof of the synchronization code,
3) experimentally estimate the probability that the system be-
havior axioms will be violated, and 4) include these failure
probabilities into a reliability analysis of the system. The
methodology is demonstrated by validating the SIFT system.

This method relies fundamentally on the development of a
theorem that relates the maximum clock skew in terms of the
clock read error and other observable system parameters.
Many such theorems have appeared in the literature describing
the behavior of many varied synchronization algorithms. This

validation methodology could be applied to any system that is
based on one of these algorithms. It is not necessary for fault-
tolerant system designers to invent new algorithms and per-
form elaborate mathematical proofs, since such work is readily
available. If a synchronization system is developed using ad
hoc techniques, the development of such a theorem may be
impossible or prohibitively difficult. This methodology could
not be used to validate such a system, However, since it is no
more difficult to build a system using one of these provably
correct algorithms than using an algorithm based on ad hoc
techniques, it is recommended that future system builders
make use of the many existing algorithms. System designers
can concentrate on methods of efficiently implementing these
existing algorithms and the validation process.

Appendix A: Quality Assurance Test to Ensure Clocks
are Within Specification

There are several techniques available to measure the drift
rate of a clock crystal. A standard-frequency testing device
could be used, or the relative drift rates between the clocks can
be determined using the "endrifting method" described in Ap-
pendix B. The objective is to estimate an upper bound of all
clock drift rates such that the probability that this bound is
exceeded (due to measurement error) is negligible in compari-
son to the hardware failure probability of the device.

It is necessary to calculate Prob[pqp> p] for some q and p
where pqp represents the drift rate between clocks p and q. If
there are n processors in the system being validated, then there
are nf = .(2) drift rates between processor pairs. For simplicity,
these will be referred to as pz, / = 1, and nc. Using the linear
regression analysis on the A^(r(0) data described previously, a
set of estimates

can be obtained, where pt is an estimate of the drift rate be-
tween processor pair i and d? is an estimate of the variance
ofpz,

From the experimental data, ah estimate of the upper
bound of the drift rates p must be determined such that
a = Pr6b[Max(pz) > p] is sufficiently small. The following esti-
mate is easily shown to be adequate:

p = Max(wl) (Al)

where ut is defined by

Theorem:
Proof:

< p] > 1 - a.

Prob[Max(pz.) < p]

= Prob[Max(pz.)

= Prob[p! < Max(w;) A p2 < Max(t/z) A . . . A pn < Max
dOl

<ulAp2<u2A...Apn<un]

= l-a

Endproof.
The w/s are easily obtained by use of the following formula:

u. = p. + t(v, 9)ai (A2)
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Table 5 Relative drift rates and corresponding upper bounds

Processor pair

12
13
14
15
16
23
24
25
26
34
35
36
45
46
56

i

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15

Pi

23.66
4.034

19.93
1.278

16.49
19.61
3.750

24.96
7.154

15.86
5.364

J2.45
21.20
3.415

17.80

<*'i

2.001 x 10~2

2.131 x 10~2

2.054 x 10-2

2.203 x 10~2

2.067 x 10-2

1.842 x 10-2

L887 x 10~2

2.226 x 10~2

1.791 x 10~2

1.738 x 10~2

1.716 x!0~2

1.483 x 10~2

1.646 x 10~2

1.450 x!0~2

1.130x 10~2

"i

23.77
4.145

20.04
1.393

16.60
19.71
3.848

25.08
7.248

15.95
5.453

12.53
21.28
3.490

17.86

where v = ns — 2, ns = number of data points used in the re-
gression analysis to obtain p, and <riy 9=(\— a)1/Wc, and
t(y, 0) = 0. percentage point of student's t distribution with v.
degrees of freedom.

For ns > 100, t(v, 9) may be replaced by a percentage point
of the Standard Normal distribution. The following approxi-
mation formula for the Normal distribution F(z) is useful for
small a (large z):

1 - a = F(z) = 1 - ( 1/z 2n) Exp[ - ( l/2)z2] (A3)

A regression analysis of the A^,(r(/)) data for each processor
pair produced the values shown in Table 5. The w/s were calcu-
lated for a = 10~7, ns = 510. Thus t(v, 6) = 5.2056. The maxi-
mum drift rate p is chosen as the maximum ut; thus
p = 25.08 j£'s/s and pl = 10 ~7, which is small relative to ph.

This value of p is specific to the particular clocks in the SIFT
implementation. Another set of six clocks is likely to have a
different value. Therefore, the manufacturer's specification of
p = 30 /^s/s was used in the reliability analysis in the body of
the paper. The method of this appendix should be applied to
every implementation to ensure that the clocks are within
specification.

Appendix B: Alternate Method of Measuring eqp

In this appiendix, an alternate method of measuring eqp
which we call the "endrifting method" is described. This
method does not require a special global clock but does rely on
a few additional assumptions.

The SIFT clocks continually "correct" themselves during the
synchronization task and thus exhibit periodic discontinuities.
If the clock correction is disabled in order to sample the uncor-
rected clocks, the A^'s exhibit a step function relationship to
the iteration counter / (see Fig. 8). This unexpected behavior is
due to the broadcast and receive loops used to transfer clock
readings during each window of the synchronization task. The
steps are created as two processors drifting past each other and
complete the clock read during different cycles in the loop. The
real drift rate is still linear, and the "noise" obscuring the line
is the read error eqp. Hence a linear least-squares analysis could
be used to obtain A(jp and consequently eqp. There are two
problems with this method:

1) With clock correction disabled, the SIFT system rapidly
loses synchronization, and thus only small amounts of continu-
ous data can be obtained at one time.

2) The'e^'s are being measured in a nonrealistic situation.
Perhaps they are statistically different when the system is syn-
chronized, e.g., if there is a coupling between the communica-
tion system delays and the skew between the communicating
processors.

100

Global From* Count

Fig. 8 Uncorrected clock's

In the endrifting method, the Synchronized clocks are al-
lowed to run for a number of synchronization intervals, keep-
ing track of the correction A£} made to each clock at each
interval. Using the clock corrections, the A^ values can be
converted back to a common linear clock by a method we call
"endrifting." This method uses the following data directly
available from the SIFT processor memories:

A^ for all pairs of processors p and q and !<=/<=« for some
n (p's perception of its skew relative to q during iteration /),
and

A£} for all processors p and l<=i<=n for some n (the calcu-
lated correction that p adds to its clock during iteration /).

From this data we obtain Aqp using the fact that unsynchro-
nized clocks, although not identical, are linear functions of
time.

In the design proof theory, the concept of "correcting" a
clock was shown to be equivalent to defining a new clock func-
tion in terms of the previous clock. Thus the Ith iteration clock
function is defined in terms of the (i — l)th clock by the follow-
ing formula:

Consequently,

(A4)

(A5)

The Ith clock function can thus be converted to equivalent
clock values. Now since

) + v (A6)

we have
= Cf'(tJ - C^0)(r1) + v (A7)

where Afp(t2) is the apparent skew computed with uncorrected
clocks. Writing this in terms of the clock functions during
iteration / gives

- 1 A,] - Fc^/,) - £ A ,1 + v

- 1 A, + £ A,

(A8)
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where T2 =
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and Tl = C^fa) are in the interval [T(i\ Furthermore, since Aqp = -Apq by definition

J. GUIDANCE

The endrifted Aj-^'s represent the skew that would have been
present between processors q and/? if the clocks had not been
corrected. The endrifted A^'s are thus a linear function of real
time. The following model describes the system:

(A9)

where ^ ,̂0 is the initial skew between clocks q and p and p^ is
the drift rate between clocks q and p.

Performing a least-squares fit to the endrifted data, parame-
ters a, /?, and (j> can be found where a and ft are the y intercept
and slope respectively and <t>(i) is the set of residuals. The
preceding equation niay then be rewritten as

(A10)

If the eqp's are distributed with mean zero, then /? is an estimate
of p^ and the residuals have approximately the same distribu-
tion as the e^'s. However, this may not be the case. Suppose
that E(eqp) = \i ^ 0. Then a = dqpQ 4- ju, and the residuals have
approximately the same distribution as eqp — ̂ .

Consequently,

(All)

(A12)

(A13)

(A14)

The bias /x can easily be estimated as follows: from

we have

Thus, under the assumption that the clockxread process is sym
metrical and hence E(eqp) = E(epq), we have

= E(eqp) = E([&qp + Ag/2) (A15)

Therefore, \JL can be estimated by the sample average of several
observations of [A^ + A^]/2.
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